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Introduction

Dear Customer

We are delighted you have chosen a product from Testo. We hope
that the product will give you a long period of satisfaction and will
aid you in your work.

Please read this instruction manual carefully and familiarise yourself
with the operation of the unit before putting it to use.

If problems should occur which you cannot rectify yourself, please
consult our service department or your dealer. We will endeavour to
provide fast and competent assistance to avoid lengthy down times.



Licence Agreement

This is a legally valid contract between you, the end user, and Testo. When you or a person authorised by you
opens the sealed CD-ROM package, you recognise the provisions of this contract. If you do not agree with
the terms and conditions, you must immediately return the unopened software package with the
accompanying items, including all written documents and other containers, to the place from which you
bought the software, which will give you a full refund of the purchase price.

Granting of a licence
This licence entitles you to use a copy of the Testo software which was acquired with this licence on a single
computer subject to the condition that the software is only ever used on one single computer at any one time.
If you have bought multiple licences for the software, you may only have as many copies in use as you have
licences. The software is “in use” on a computer if it is loaded in the intermediate memory or RAM or stored on
a permanent memory, e.g. a hard disk, of this computer, with the exception that a copy which is installed on a
network server for the sole purpose of distribution to other computers is not “in use”. If the foreseeable
number of users of the software exceeds the number of licences acquired, you must ensure; through the
necessary mechanisms or procedures, that the number of persons using the software at the same time does
not exceed the number of licences.
- Copyright
The software is protected against copying by copyright laws, international agreements and other legal
provisions. You may not copy the software, the handbooks for the product-or any other written documents
accompanying the software. The software may not be licensed, let or leased to third parties. If the software is
not fitted with a dongle, you may either make a single copy of the software solely for backup or archiving
purposes or transfer the software to a single hard disk, provided that you keep the original solely for backup or
archiving purposes. You are not permitted to reverse englneer' decompile or disassemble the software. Testo
GmbH & Co., Lenzkirch, may take legal action against you for any breach of property rights by you or by any
person acting, directly or indirectly, under your authority. )
¥
Limited guarantee
Testo guarantees for a period of 90 days from purchase of the software by the buyer, or for a longer minimum
period if such a period is prescribed by the laws of the country in which the product is sold, that the software
conforms to general standards defined in the accompanying documentation. Testo expressly does not
guarantee that the software will operate without interruption or without errors. Should the software not function
according to the accompanying documentation when in normal use, the buyer will have the right to return the
software to Testo within the warranty period and to inform Testo in writing of the deficient functional capacity.
Testo will only be bound to make a functional gopy of the software available to the buyer within a reasonable
period of time from receipt of the notification of functional incapacity or, should a copy not be available for any
reason, to reimburse the buyer for the purchase price.

Any warranty in respect of the software, the associated manuals and written material extending above and
beyond the limited guarantee outlined above is excluded.

Neither Testo nor the suppliers of Testo are liable to pay compensation for any losses arising as a result of use
of this Testo product or the inability to use this Testo product, gven if Testo has been informed of the possibility
of such a loss. This exclusion does not apply for losses occasioned through intent or gross negligence on the
part of Testo. Claims founded on mandatory statutory provisions regarding product liability are likewise
unaffected. ]

Copyright © by 2004 Testo AG

Microsoft Windows® and Excel® are registered trade marks of Microsoft Corporation
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Proper use

The ComSoft 3 software enables individual measured values and
series of measurements to be saved, read out and evaluated. The
CFR version was especially developed to fulfil the requirements of
the FDA regarding the storage of data in accordance with 21 CFR
Part 11, when working in conjunction with Testo data-loggers.

In the first place comes user access control:

For this, ComSoft CFR uses the security mechanisms of the
Windows® NT operating system.

A system administrator with special rights must set up the ComSoft
CFR software during its installation with the help of the Windows
security settings. These include, above all, the allocation of the users
to the local groups. The allocation of the user IDs and passwords
and of user rights and the regulation of document flow within the
company must comply with the organisational guidelines as laid
down.

The ComSoft default security settings correspond to the
requirements laid down in 21 CFR Part 11. It lies largely within
the responsibility of the operating organisation to ensure that
the appropriate access rights are made available to its
individual users. Testo is not responsible for the consequences
at operating system or application program level of errors in the
allocation of user rights.

In addition to the special software, the hardware must also be
adapted in this respect, i.e. the Testo data loggers used must be
equipped with password and serial number functions.

The following families of Testo instruments are suitable for use in a
21 CFR Part 11 environment in combination with ComSoft CFR:
testostor 171, testo 175, testo 177

For each of these data loggers, there is a matching device driver that
is especially adapted to the capabilities of the instrument hardware
and its control.

The data loggers are programmed with the ComSoft CFR software
and can then record measurements independently. The collected
measurement data are then transferred to a PC via a serial interface.
The data are also read out using the ComSoft CFR software, which
activates the interfaces and makes any other functions available.



Proper use

The logged data, together with date and time, are tabulated in a
special 21 CFR Part 11 form; unmodified original data and data that
have been processed, for example for better comprehension, can be
distinguished and appropriately marked.

21 CFR Part 11 places special requirements on the responsibility of
the user / operating organisation of the complete system, consisting
of PC and one or more data loggers.

In this sense, the solution made available by Testo is to be seen
as a tool that contains all the necessary aids for implementing a
validated measuring system within the FDA regulations and for
managing the electronic records that it generates.

Proper use in this context means, above all, that a set of SOPs
(standard operating procedures) is drawn up for the use of the
data logging system, which ensure that the tool consisting of
Testo Logger and ComSoft CFR is operated correctly.

These SOPs are to be adapted to the particular organisation
and purpose of use and, together with the Testo measuring
system, form the validated measuring system required by the
FDA in 21 CFR Part 11 for the creation of electronic records,
authenticated, where required, by electronic signatures.

In particular, the user/operating organisation is responsible for
instruction and training of operators; Testo can only provide the
necessary basic material in the form of the present instruction
manual.

It is also the responsibility of the user/operating organisation to
ensure that the measurement data are available during the required
procedural period.



General information
21 CFR Part 11 and terminology used

What is 21 CFR Part 11?

Section 21 of the Code of Federal Regulations (CFR) is a part of the
laws and regulations passed by the government of the United States
of America in connection with the Food and Drug Administration
(FDA).

In particular, Part 11 deals with “Electronic Records” and the use of
“Electronic Signatures”, i.e. with the handling of electronically stored
data and the required security measures.

What is affected by these regulations?

All data that are included in GxP inspections and are permanently
held on electronic data storage media. Thus all files and data that
may be included in an FDA inspection are affected.

Also affected are all electronic signatures that, as computer
generated authorisations, represent the legally binding equivalent of
handwritten signatures.

Why are these regulations so important?

In the pharmaceutical industry, paper-based systems are increasingly
being replaced by electronic systems and procedures. In order for
these data records to be recognised by the FDA as authentic and
legally binding in the same way as the former paper-based
organisations and processes, the requirements of 21 CFR Part 11
must be fulfilled.

These regulations provide that data records in the pharmaceutical
industry may also be handled electronically and regulate the use of
electronic signatures in the place of traditional, handwritten
signatures.

All pharmaceutical companies who wish to sell their products on the
US market and who manage electronic data records and electronic
signatures in their production processes together with the associated
accountability must meet the requirements of 21 CFR Part 11.

During an inspection by the FDA, the fulfilment of these requirements
is actively verified and failure to fulfil them leads to corresponding
blocking notes.



General information

21 CFR Part 11 and terminology used

Who must fulfil these regulations?

All companies or manufacturers that market or intend to market their
pharmaceutical products in the USA must fulfil these requirements.

What are the possibilities, especially in the area of measuring
techniques and data logging?

Compliance with 21 CFR Part 11

- Such compliance means fulfilling requirements that are, above all,
organisational but are also partly technical.

- Fulfilling organisational requirements means that pharmaceutical
companies will set up organisational structures and define,
describe and document all processes in order to demonstrate
what protective measures are used by the company in order to
comply with the regulations and how they are enforced.

- The core of such documentation consists of SOPs (standard
operating procedures), which describe and regulate all processes.
These describe in detail how the responsible persons are to carry
out processes and use systems in order to achieve the required
results.

- Fulfilling technical requirements: the fulfilment of technical
requirements is based on the use of products that have been
adapted by manufacturers for use in this area.

- This includes the ComSoft CFR system according to 21 CFR Part
11 as described here, together with the appropriately approved
Testo data loggers.

Only when suitable technical systems are combined with the
appropriate SOPs for the process in question is proper
fulfilment of the FDA requirements guaranteed for the
manufacturers of pharmaceutical products for the US market.

However, this also means that the use of technically suitable
products, such as the Testo system, does not in itself fulfil the
FDA requirements; this can only be achieved by integrating the
measuring technology in an organisation established in
compliance with 21 CFR Part 11, together with company-
specific SOPs.



General information

21 CFR Part 11 and terminology used
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What providing suitable systems available means for Testo:
wherever possible, we seek to meet the requirements at the
technical level in order to reduce the number of SOPs needed
within the company to a minimum.

This is the task of our system and also the subject of this instruction
manual, which should help you to identify critical processes in data
logging and archiving and makes recommendations on how you can
secure your position with regard to the FDA by means of additional
SOPs.

The complete text of the regulation is available on the Internet at:
http://www.fda.gov

The following is only a short summary:

Part 11 - electronic records and electronic signatures, deals with the
criteria for regarding electronic data records and signatures as
equivalent to paper documents with handwritten signatures. This
covers data records that are created, altered, maintained, archived
and transmitted.

Such data records can be securely handled in so-called closed
systems, i.e. in an environment to which only a controlled group of
persons has access. In the software, this access control is
implemented by the allocation of usernames and passwords and of
special user rights giving or restricting access to various software
functions.

The system used must be validated within its environment in order to
ensure that precision, reliability and fitness for purpose are as
required. Invalid or altered data records should be identified in good
time, either automatically or by suitable validation techniques, and
isolated.

Further measures, described in paragraph 11.10, serve to protect
established electronic data records against unauthorised access and
modifications.

In addition to the actual data record, so-called audit trails are stored,
which contain all peripheral information since the start of the system
or the creation of a data record.



General information

21 CFR Part 11 and terminology used

Every action affecting an electronic data record is recorded, together
with a unique user-ID and date/time.

Paragraph 11.10 draws special attention to the obligation to
keep all persons concerned in the creation, processing and
archiving of electronic data records up-to-date with regular
training in order to ensure that these persons have the
necessary knowledge to use the required systems and
procedures correctly.

With regard to the implementation of the technical requirements in
the Testo system of Comfort Software and data loggers, reference
will be repeatedly made, throughout this instruction manual, to the
text of 21 CFR Part 11 in order to show how various detail functions
are implemented in the context of 21 CFR Part 11.

11



Minimum system requirements

12

PC with operating system

Microsoft® Windows® 2000 (Service Pack 4),
XP (Service Pack 2) or Vista 32 Bit

Microsoft® Internet Explorer 5.01
Prozessor (min.): Intel® Pentium® I, B00MHz

RAM (min.):128MB for Windows® 2000 and XP, 1 GB for
Vista

CD-ROM drive for installation, mouse, USB 1.1 interface or
free serial interface (COM)

Monitor resolution (min.): 800 x 600 Pixel, recommended
1024 x 768 Pixel

Hard drive (min.): 50MB free memory

Note:

The ComSoft CFR software does not run on earlier Windows®
versions (Windows® 9x / Win 4.x). These operating systems do not
provide the necessary facilities in the area of security settings, user
ID and password and are suitable for use in CFR related
environments only under limited conditions.

For the purpose of this instruction manual, specific Windows®
security settings are described with reference to Windows® 2000
Professional. The procedure for other permissible operating systems
can differ in certain respects.

In order to export files in *.pdf format (Adobe Portable Document
Format) you require, as additional software, Adobe Acrobat 5.0 or
higher (if compatible).

Via the clipboard, using copy/paste, or by direct drag&drop, you can
also export data to other programs, e.g. Excel®; in connection with
21 CFR Part 11, this is only advisable, in our opinion, if you already
have extensive in-house guidelines for working and saving data with
these programmes.



Information for the administrator

One of the main points in the 21CFR Part 11 regulation deals with
controlled system access. The background to this is the fact that so-
called closed systems, i.e. clear, small system units, with only a few,
precisely defined external interfaces and a defined group of
authorised users, can be easily controlled with a small number of
SOPs.

As, in practice, the responsibility for allocating user accounts and
user rights lies in the hands of administrators, the following
information is addressed to the administrator or the group of people
authorised to integrate the Comfort Software CFR, together with
various Testo data loggers, in a validated process or a validated total
system.

The Testo installation program links the Comfort Software program
with the Access control mechanisms of the NT operating systems.

The systems supported are Win 2000, XP Professional, Vista
(Business, Enterprise, Ultimate), Internet Explorer 5 or later is
required.

The installation program requires administrator rights. Whilst installing
the program, the installer

- sets up local groups: in the system administration, 3 local
groups are added to those already present:
Testo - ComSoft - Admins
Testo - ComSoft - Power Users
Testo - ComSoft - Users

- sets the path for file storage. Here, the default setting
“C:\Documents and Settings\All Users\Documents\Comfort
Software Professional” can be modified appropriately.

It is necessary to grant the groups named above full access to
this directory.

It is necessary to grant full access to the above-mentioned groups
for this directory.

13



Information for the administrator
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If only ComSoft users are to have access to this directory, it must
be expressly barred to other users. When granting access rights,
pay attention to the rights granted for higher level directories:

Rights to higher-level directories determine the extent of access
to sub-directories,

- which are registered by the Comfort Software as a source of
log entries (audit trail and event logs)

After the installation you must allocate individual users who are to
work with the program to one of the above named groups.

The following procedure applies in particular to the installation or
operation of ComSoft within a company network (e.g. data filing on a
Fileserver):

Server/Domain
1. Set up server directory for data filing.

2. Set up global user group(s) e.g. “ComSoft Admin”,
“Comsoft Main User” and “ComSoft User”).

3. Allocate group members.

4. Set up security configurations for server directory,
grant respective access to Global Groups.

PC
5. Install Comfort software on PC (local).

6. When installing, set up the filing location for data filing on
the server directory.

7. Include Global Group(s) as member in local Testo Comsoft
group(s).



Carrying out the installation

To install the USB driver, please read the separate docu-

= mentation included with the USB driver CD. Administrator
rights are required in Windows 2000, XP and Vista to
install the program.First uninstall/remove any earlier installations
of old versions of ComSoft.

J Fle Edt View Favorites Tools Help |
| #Back v = - G| QSearch ShFolders (BHstory | B X = | El~

| address [ conrol Panel =] eco
[Faccessbilty Options &4 Add/Remove Harcware Erdd/Remove Programs (@l Administrative Took
B CAN Hardhware HDate/Time B Display @iFax U Foider Options [AIForTts

2 Game Controlers @ Internet Opti - . =

g . ,

BPhone and Modam Cptions T8 Add/Remove Programs N [=] | M

21Scheduled Tasks < Sounds and !

[ wireless Link Currently installed progrars: Sort by:|Name -
% 4TI Display Driver Utilities -
¥ Paint Shop Pro 7 Size 11208
% Palm Desktop Size 13.4M8

{8 Sophas Anti-Virus version 3.59

& Testo Comfort Software for 21 CFR s o
" Part wvos

LastUssd On  20/D1/2003

To change this program or remave it

fram your camputer, click Change/Remove
Changg/Remove.
% TestoSync
Close
< o
Installs and removes programs and Windows componerts = My computer A

Uninstalling software:

Select Start — Settings — Control Panel — Software — Testo
Comfort Software — Click on change/remove

Installing Testo Comfort Software for 21 CFR Part 11

1. Insert CD-ROM in the drive

2. After a short wait, the installation program will start automatically.
If it does not, double click on “Setup.exe” in the corresponding
directory on the CD-ROM.

3. You will be asked to enter the licence number (see sticker on CD
case).

Note:

If the number entered is not accepted:

- has the “caps lock” key been pressed by mistake?

- were you using the number keypad without “num lock” active?
- did you enter | by mistake instead of 17?

- did you enter o by mistake instead of 0?

15



Carrying out the installation
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4. In the following steps you can choose whether to install the
Comfort Software in a standard directory or to choose one of
your preference.

You can also choose the directory in which the data files will later
be archived.

The installer will propose the name Testo for the program
directory; here, too, you can choose your own name.

Note

The preset path for saving is user’s personal files. This is
determined by the MFC class library, the Windows® version and the
set-up data at operating system level (it is not recommended to
attempt to make changes here).

Once stored in this directory, files are no longer accessible for other
ComSoft users and can no longer be opened, even if they are
moved to the directory, Documents and Settings\All
Users\Documents\Testo\Data Area

5. The remainder of the procedure is menu-guided. Please observe
the instructions and explanations beside the buttons.

Note

i
Comfort Softwars CFR = A second alternative procedure has been

Electronic signatures

r added to the electronic signature. Unlike the

Electianic signatures

& Gem@B IETFX 508 (recommended, Code-Signin

© Simple (use registration cade)

Il BHElE]

signature with certificate, only the
registration authentification is used for this
slimmed down version. The procedure
which can be used is determined during
installation.

The simple signature is also registered in the
file audit trail and is available in the file

= o Lo heading for printing purposes. However, the

Check signature function cannot be run in

Tools. The signature by certificate offers greater security which is
why this version is recommended.

6. To open the Computer Management, click on Start, point to
settings and then click on Control Panel. Double-click on
Administrative Tools and then on Computer Management.



Carrying out the installation

You can also obtain information on the use of Local Users and
Groups by clicking on “Help” in the “Action” menu of the Computer
Management window.

You can find details in the chapter Access controls at system level.
Note:

Only users who are administrators or members of the above named
groups can start the ComSoft CFR program; it is the responsibility of
the system administrator to ensure that each password is only used
once, i.e. two users may not work with the same password.

Remember, also, that changes to the security parameters affect the
whole system and influence other applications.

After a successful installation

7. Once installed, the Comfort Software must first be started by the
administrator in order to make any settings required (e.g. opening
a Comfort Software file (*.vi2) directly from the Explorer® with
ComSoft starting automatically.
You should also check direct access to the Data Area directory
(e.g. by using “Save As...”).

8. Finally, you can change the standard settings for rights within the
ComSoft application for the 3 user groups — see p. 30.

General information for the ComSoft CFR user:

The descriptions and chapters of this instruction manual relate
specifically to the requirements of 21 CFR Part 11.

The standard functions and general use of the software is covered in
greater detail in the instruction manual for ComSoft 3 Professional.

In general, no special knowledge is required to use the software - the
user interface (look and feel) is compatible with Microsoft Office®
and symbols and menu items are selected to comply with this
standard. If you already work with Office programs (Word®, Excel®,
PowerPoint®, ...), you will very quickly find your way round this user
interface.

17



Access control at the system level
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Users and User Groups

New users being added and allocated to the individual user groups
takes place at system level.

Click on Start, select Settings and click on Control Panel.

Windows Lipdate

Frograms L

Documents b

p 2 Network and Disl-up Connections
2] Printers
M Taskbar & Start Menu...

Fle Edit View Favorites Tools Help
2] | ‘DSearch YFolders «4History X | EEr

= Conrol Panel

Address

&lAccessbiity Options ShAddRemove Hardware B pddReamaove F TOgrams

B Administrative Tools SR CAN Hardhware & Date/Time

B Display {2bFax i Folder options

AlFonts L Game Controllers W Internet Options

EKevboard T MoLse 21 Network and Dial-up Connections
ZPhone and Modem Options Y3 Power Options 2] Printers

Wregional Options c@Scanners and Cameras 2] 5cheduled Tasks

Sounds and Multimedia ESystem Q;l Isers and Passwords

ZWireless Link




Access control at the system level

On double-clicking on Users and Passwords, you will find (provided
that you have administrator rights on this PC) the list of all registered
users of this PC and their membership of user groups.

Here you can give each individual user a new password and, under
properties, check the properties of the selected user.

sers and Passwords ﬂil
Users | Advanced ]

Use the list below o grant or deny users aooess to your
computer, and to change passwords and other settings.

v Users must enter a user name and password to use this computer,

Lsers for this computer:
User Narne | Group |
5 administrator Administrators

cfr Testo-Comsoft-Adming; Admi...
Guest Guests

msr Testo-Comsoft-PowerUsers; ...
b Testo-Comsoft-Users; Power ...

Add... Remave Properties

Password for Administrator

5 Ta change the password for Administrator, click Set

Password.
Set Password.., |
oK I Cancel | Apply |
L]

19



Access control at the system level

By clicking on the Properties button and selecting the Group
Membership tab you can also change the allocation of the user to
one of the three user groups.

MKHB1NB\Administrator Properties

General Immmpl

Full narme: I

Description: IBuxIt—in account for administering the compr

Testo-Cornsoft-Admins r

20



Access control at the system level

Adding a user:

Double-click on Users and Passwords and then click on the Add
button to start a wizard that will guide you step by step through the
input fields, thus allowing you to add all the details of the new user.

Here you enter the user ID and the full name of the user. In
description, you can enter further information about the user, such
as position or responsibility.

Click on Next to change to the next window where you must enter
the password for this user and confirm by entering it again.
x|

Type and confirm a password for this user,
Password: .
Confirm password: | **

To continue, click Next.

< Back Next > Cancel

21



Access control at the system level
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In the last window comes the allocation to one of the three user
groups. Click on Other: and open the dropdown list of available
possibilities; for the Testo ComSoft application you will find three
possible user groups: Admins, Power Users and Users.

What level of access do you want to grant this user?
" Standard user (Power Users Group)

+ Other: Testo-Comsoft-Users z‘

x|

Users can modify the computer and install programs,
but cannot read files that belong to other users.

Restricted user (Users Group)

Users can operate the computer and save
documents, but cannot install programs or make
potentially damaging changes to the system files and

< Back Finish Cancel

Complete the process by clicking on Finish. The allocation of the
detailed individual rights takes place in the Comfort Software
application, where the rights granted apply to all members of the

user group in question.



Access control at the system level

Individual parameters

Here you can define the boundaries of the local security and set the
necessary control parameters.

Open Start/Settings/Control Panel and open Administrative
Tools; double-click on the icon Local Security Policy.

3 Administrative Tools

Fle Edit Yew Favorites Tools Help
®Back v = v 3| Qsearch LiFolders (PHstory |3 5 X = | Ev

| Address Iﬁl Administrative Tools
T §
It F 7

Perform...  Services Telnet

R
Eﬁ EEI' L?(' 77
Data
Server ..,

Compon... Computer Event
Services  Manage..,  Sourc.., Wiewrer

Under Account Policies\Password Policy you will find all the
possible settings for passwords.

F Local Security Settings =10l x|
| Action Yew ¢ = | Bm B[ @ |
Tree | Polcy [Local Seting [ Effective Setting
 Security Settngs ;:_TE:ﬂEnforce password history 0O passwords ... 0 passwords remembered
=GB A EE]Maximum password age 42 days 42 days
= coount Policies )
@ Password Poky a]Mnimum password age 0 days 0 days
X Eﬂrv‘himum password length 0 characters 0 characters

| B @ Account Lockaut Policy s¥]Passwords must meet com... Disabled Disabled
&8 Local Policies ]Store password Using reve... Disabled Disabled
&1 Public Key Policies
=8, IP Security Policies on Local Machine

< | ]
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Access control at the system level

The important ones are: minimum and maximum password age,

minimum password length and number of digits.

Under Security Settings\Account Policies\Account Lockout
Policy you can set security parameters for logging on:

Tree |

P Security Sstings
=18 Account Policies
8 Password Policy

=8 Local Policies
(23 Public Key Policies

Under Account lockout threshold the number of failed logon

{8 Account Lockout Polcy

(48, 1P Security Policies on Local Machine

Policy ¢ | Local Setting
@Acoount lockout duration Mot defined
#¥]account lockout threshold - 0invalid logo. .

[#IReset account lockout cou... Not defined

attempts can be set, after which renewed attempts will be blocked.

The lockout can be reset after a defined duration, and the duration of
account lockout can also be set here. Local Policies: this is where
monitoring policies can be set.

= _[ol x|
| acton view | | > B 2
Tree | Folicy [Localseting | Effective Setng |
[ Security Settings #audit account lagon events Mo auditng Nao audting
51 &8 Account Policies B Audt account management  No audiong ho audting
- 08 Local Polices aHaudr drectory service acc... Mo auding N auding
. - ] audit logon events No auditing N audting
(9 Audt Policy Elaudi object access No aLding No aLding
= (8 User Rights Assgnment @ Audit poicy change ho auditng Na auditing
8 Security Options ) audit priviege use Mo auditng No audting
= [ Public Key Policies A Audit process tracking Mo auditing Mo audting
= -3, IP Security Policies on Local Machine | Audit system everts Mo auditng N audting
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Access control at the system level

Under Local Policies\User Rights Assignment, detailed user rights

can be set:

[ acton vew ||« = |BE[@ % B|@

Tree |

(3 Security Settings
+ () Account Polcies
=08 Locd Polioes
28 mudt Policy

+ L8 User Rights Assigniment

# (@ Securty Optons
= ) Pubiic Key Polies
# M, 1P Security Policies on Locd Maching

Polcy

| Local Setting

| Effective Setting
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This is where computer-related user rights can be set, e.g. who

should have the right to log on locally or via the network.
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Local Security Settings: Local Policies\Security Options: these are
general, system-related settings.

Action View ||« = |[Bm X B2

Tres |

[ secunty Semngs
+ (1 Account Polices
=8 Local Policies
{08 Audit Poicy
=18 User Rughts Assignment

=3 =y
=8 [P Security Poicies on Local Maching

For a detailed description, see the User Manual for your Windows

operating system.

Note

By definition, the control mechanisms of Windows® Security seize

Foic [Locaseting [ Efective Setng |
) Alowed to sject removable. s #dminstrators
15 minutes
Disabled
Deabled
E ALlu maticaly log off users .. Enabled Erioled
W) Clear virtual memery pagef.. Disacked Disabled
S5]Digitally sign clent commu..,  Gisabled Disabled
al|Digitally sign cient commu...  Enabled Enabled
| Oogitaly sign server comm... Dls&:lec Oiabled
|Digitay sign server comm. 4 Disabled
Fi)Disable CTRL+ALT re... Mot defined
D0 not display last user na, Disabled
S)LAN Manager Authenticatio... Send LH BMTL.. SendMENTL.
fjMassage text for Lsers atte,
it f
10 kegons 10 logons
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y Console: Allow &, Disatled Cisabled
ecovery Consale: Alow fl...  Disatled Disabled
Rename administator 20c..  Not defined Not defined
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Restrict CO-ROM access to.,, Disabled Disabled
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ure channel: Dugitaly 2. Cisabled Disabled
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|Serd urencrypted passwo...  Disabled Cisabled
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art card removal behavior No Action Mo Action
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B)Unsigned non-chiver instal..  Not defined Mot defired

Ll

on the system session. A session carried out as part of an audit trail

is ended correctly by a system lockout. Log off as a user once the

ComSoft application is finished.



Access control at the system level

Certificates, electronic signatures

The ComSoft application allows data files to be inseparably
combined with digital signatures. Such signatures require a digital
certificate.

These certificates establish a unique and secure relationship, in the
form of a handwritten signature, to responsible persons.

In combination with file and system audit trails, this enables changes
to documents to be traceably recorded.

Such certificates must be availably locally on your computer; they
can be stored on the system under Control Pane\Users and
Passwords\Advanced.

Users and Passwords

2lx]

Users  Advanced

Certificate Management

Use certificates 1o positively identify yourself, certification
autharities and publishers,

Mew Certificate. .. Certificates

Advanced User Management

@9 Local Users and Groups can be used to perform advanced

user management tasks.
Advanced

Serure 800t Settings

It is recommendsad that you require users to press
Cirkalt-Delete before logging on. This ensures password
security and helps protect the system from har mful
programs,

[~ Require users to press Crl-Alt-Delets before logging on.

Note

You can purchase such certificates from authorised sources. If a
certificate has been stored on the computer, a file can be digitally
signed in the ComSoft application.

Note

If, under the security settings in the Comfort Software, you have
made a signature obligatory for saving files, a certificate must be
stored locally for the user(s) concerned.
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Individual rights for user groups

An administrator or member of the ComSoft Admins local group can
make individual functions or system possibilities available or not
available to user groups previously set up in the operating system.

‘=5 Testo Comfort-Software CFR

Fie Irstrument Edt View Insert Format | Took Window 7

FHEG 2R 100 ¢ |(H0 o

Fil=nams ] Cormments |

= archive
# 2 Files
# (2 POMhandhald
+ 1 Sample files
2 testostori71:508 1897 ..
7= Bus connection

After selecting Security Settings, under e-mail notification, an
e-mail address can be entered to which a message is automatically
sent if registration fails due to missing registration information.

secrivenogs x|
P oo poicic: Frocedur sherfaiad logn

= i User rights

B Tern-ComsokAdmins

€ Tecto-ComiokPowniliners I

B Testn Comnklisers

I sendemad ia

B
Under Local Groups, individual rights can be granted for the 3 user
groups: Admins, Power User and User.

Under each group appears a list of individual features, each of which
is marked with a tick when clicked on and thus made accessible for
the selected user group.



ComSoft access control

In detail, the following rights can be granted/withdrawn:

1. Calibrate instrument

This allows data loggers with humidity probes to be calibrated at
11 % RHand 76 % RH.

2. Change security settings
Allows security settings to be changed.

Note

Normally only the ComSoft Admins group has write access to
the access control data file. When required, access to the
following directory must be granted:
<CSIDL_COMMOM_APPDATA>\testo\comfort software

On Windows 2000 this is usually:
C:\Documents and Settings\All users\Application Data
(hidden in the basic settings of Windows 2000)

3. Create a new formula

This enables the function, or fx, entry in the menu or toolbar so
that channels derived by calculation can be added to the existing
measurement channels.

Note

Remember that, when this function is introduced, original measured
data can be manipulated. In the simplest case, this would mean
shifting an existing temperature curve by an arbitrary offset.

However, such calculated channels are in any case additional, i.e.
the measured data used can be blanked out but not replaced by the
calculated data.

4. Delete a row
5. Delete item

6. Displayaudit trail

Allows the user to view the system audit trail.
7. Edit formula
8. Edit limits
9. Erase the selection
Deletes the marked ranges.
10.0pen an existing document

Allows the user to open electronic records that have already been
officially saved.
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11.Program instrument:

This enables the instrument to be reprogrammed; any data and
programming parameters stored in the instrument are lost.

12. Read out logger
Reads the original data and programming parameters from the
instrument and displays them for viewing.

13 Restart with current settings

Restarts the instrument with the programming parameter
settings; this creates a new log entry.

14 Save instrument settings

15.Can save active document under new name
Deactivating this property makes it difficult to generate
electronic records with freely chosen file names.

16.Can save active document
Allows electronic records to be created from the work area.

Note
In order, for example, to prevent any creation of electronic
records, both Save positions must be deactivated.

17.Sign file
Gives the user signature rights

17. Deleting a row

x
£ Login policies User rights Testo-ComsoftAdmins |
@i Signing policies [F] cCalibrate instrurnent
= {5 Userrights [F] Change security sstings

- Testo-Camsoft-Admins [F] Creste .new formula
4 Testo-ComsoftPowerlsers | [7] Delete a row
% Testo-Comsoftisers [] Delete item

[7] Display audit rail

[ Edita formula

[ Exiitlimits

[F]Erase the selection

[7] Oren an existing document

[#]Frogram instrument

[F1Readaut Logger

[F] Restart with current setings

[¥]Save instrument setiings

[F] Save the active docurent with & new name
[F]Saves active document.

[ Sian file

Note
Changes in security settings only take effect after restarting the
computer.



e-mail address for alarm and warning messages

Frocechre sher failed logn

P Teun-Comenk-Admine I send ermad o

P Tesn-Comink-Pows e
B Tesn-Comntd s

n I Cascd

If the sending of an e-mail regarding error conditions has been
activated, an alarm or warning message is automatically sent to the
address entered here as soon as:

- an unauthorised user attempts to start the program

- irregularities in the user account file are found.
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Data logging, with testostor 171 as an example

Time zone

Additional information on Time zone

250042003 is available in the protocol heading;
i A beside Date/Time. It is an output box

msr; $treicher Manfred

32

K which cannot be overwritten. The time
testostor171_| Date Time [%8rH] humidity | €] temperature[| zONe information is available during
B 25i04/2003  [15:51:34  [28.50 24.90 N
B P5i04/2003  [15:51:36  [28.50 24.90 ON!‘lNE mea;uremeqt, day-light
10 50412003 [15:51:38 _ [28.50 P4.90 savings time is taken into account.
11 P5i04/2003  [15:51:40  [28.50 24.90
12 P5i04/2003  [15:51:42  [28.50 24.90
12 PRiNdi?2nN3 1h-R1:44 78 RN 24 an

When reading out stored data from a data logger, the space cannot be
automatically filled. The author of the document must decide which time
zone is the basis. The information can be stored directly under “Time
zone” in the white space.

The time zone is set in Settings/Control panel.

2%
Date B Time \Timg zone |
Date Time

1 2 3 4 5 6 _\_
7 8 9 1011 12 13

415 16 17 18 19 20 . 3
21 22 23 24 & 26 27 | .
28 29 a0 :

15: 49 13 =

Current time zone: Wi, Europe Daylight Time

Ok Cancel




Data logging, with testostor 171 as an example

5 Testo Comfort-Software CFR
Fle [strument Edt View Insert Format Took

FUHS 4 BRe e s EHTHEL
el
Filename: Camments
=2 archive
113 Files
2] PDahandheld

#-2) Sampla files

: peri i)
T Bus conne

3

Erevicus messLrement

]

Setting up
Start the Comfort Software and click on Instrument\New
Instrument; from the list, select testostor 171.

Once various guided entries have been made, the device driver
symbol appears at the left of the window, in the archive area.
Double-click on the instrument to open it, right-click on the
instrument symbol and select Instrument Control in the shortcut
menu.

Programming:

You will be presented with the main data logger control window:

Testo 171 V.3.1

Loggertype: 171-2  Sarial numbar 506 1897 0043 Close

Bdain infio: Firmware: T V26!
Load program
Sawve program

Frobe configuratian;

Channel Frobe LL UL Frobe name |
Int L = ||300 % |60.0 % |Feuchte
= ||i50 ‘T |50 ‘T |Temperatur

Set up program I COptions
Frograrm logger | Start | £

In the Main info: area, you can enter a text that, for example,
describes the immediate circumstances of the measurement; this
window can also include information for the person responsible for
the instrument or its identification.

Under Probe configuration, the upper and lower limits of each
channel can be defined; in addition a name can be allocated for
each measurement channel.

Important:

After programming, this information will be saved in the logger
EEPROM and, when the data are being evaluated, is available as
automatically transferred data.
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Note

Operate the data logger within a closed system. Rotating operation
with a number of PCs or laptops is not to be recommended
(multiple system audit trails).

In the event that you do, nevertheless, read out the data logger with
a different laptop/PC from the one with which it was programmed,
you should enter a remark at this point so that the audit trail data
can later be merged together.

Check under Options, below, whether in addition to humidity and
temperature, you wish to add other measured quantities to the
saved data.

You should also check the logger time; if required, this can be
synchronised with the PC/laptop system time.

Note

For reasons of handling, there is no express warning message when
the logger time differs from the PC time. Check the logger time
under Options if the situation requires it, e.g. changing from
summer to winter time, time zone change following transport.



Data logging, with testostor 171 as an example

Ed
General functions ——————
ok | cancal |

I™ Accoustic signal whan measunng
™ Accoustic signal out side limits Humidity calibration |

Change password |

~—Date and fima - —Units 1 —Calculation -

Logger |04.09.02.12:50:26 Temp I Absaluta humicity
Eynefronize I §°C v [~ Dew point

Change password introduces an additional password for the logger;
once allocated, this must be given with every communication with
the logger.

Note
If an empty (no characters typed) password is entered, the password
request will be deactivated.

If you now select Measuring program in the main window, the
following window will open:

Set measuring program . x|
Cancel |
[ Wrap around
Meas rata 'T ’E hlams IOFu:ei
Data Time Date Tima

sen [ oo [z [0 o5 [0 end [ for iz [0 @ e

Duration |NL.n'|bE'u" valuas ll |1CU
Info

MNumber of measuring points 100, duration 0 deys, 00:03:18
Batery capacity: 75.0 %
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Here you can enter parameters for the measurement: start/stop
criteria, cycle time and the duration of the measurement. A text entry
in Title will also be saved in the logger and helps to identify the file
and data for later use.

If you now program the logger, it is ready to record data in
accordance with the new settings.

Saving settings

Click on the logger symbol with the right mouse button and select
Save settings from the shortcut menu; the programming entries will
then be saved under a name - see folder, “Saved settings”, in the
Archive/Data area. To program the same logger or type of logger in a
number of different ways, it is sufficient to copy the desired program
to the logger by dragging and dropping the program symbol onto the
logger symbol. The title and comments can be modified.

Note
Latest changes are updated immediately; it is no longer necessary to
buffer or reload the file.

Filename | Comments
= archive
I:I Sample files
-2 testostor171: 508 1897 0049
7= Bus connection
=1 Saved setings
L9 IS
S test

Apply saved settings
Title office K

Comments this is my comment

Cancel

\_IE

El
El
I” Restar logging

Mew start time

20.01.03 07:47:51 j

Closing

Right-click on the logger symbol and select Close in the shortcut
menu; the data logger can then be disconnected from the
interface/PC.



Data logging, with testostor 171 as an example

Reading out
During the measurement or after the stop criterion has be reached,

you can view the content of the data logger memory as follows:
Connect the data logger to the interface and double-click on the
logger symbol to open the logger; the record in the memory will
appear with the character string entered under “Title”. Double-click
on this record to display the data.

A right-click on the record enables parts of the memory to be read
out (does not apply for circular buffer operation).

i Testo Comfort-Software CFR
Fie Instument Edit View Insert Format Tools

(B Sh e 50 |n HCE,

Filename [ Comments E
= archive

= Files

#[Z) PDAhandheld

= Sample files
=1 3 teslostor! 71: 508 1837,

Read out data and open
Read out selection...

3 Copy

3 Busc

The data in the opened file are displayed for editing in the right-hand
part of the window.
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@ Testo Comfort-oftware CFR - [office] 4

T Fie Instrument Edt Yiew Insert Format Took Window ?

EHER- A= 0|BRE oo XBDE | B|CFR1-1 e ||anee x 8
= Instrum [171-2 Serial 508 1897 0049
Filename [ Comments || |t Original
EhW achive this is my comment
# £ Samplef.
@l ofice this is my comment
=3 testostor1?71 .
affes Reason for logaing
7 Bus connect «
=0 Saved setin
) office office Date [%rH]... | I°Cl te...
© test 1 20/01/2003 45.0 20.8
2 20/01/2003 63.3 21.2
3 bof01/2003 6 2.6
4 20/01/2003 24.0
5 [20/01/2003 25.0
3 Pof01/2003 3
7 20/01/2003 2 23.5
8 [20/01/2003 72.8 23.4
el 20/01/2003 57.0 23.3
10 [20/01/2003|07:52:13 49.2 23.2

In the header, you will find the information texts entered before
programming; automatically shown is an indication that these are
original data together with a 3-digit production number code and the
8-digit serial number and user identity information.

The name given to the record also appears at top left of the table;
the physical units are accompanied by the additional channel
identifier allocated.

Note

The expression “original data” designates measurement data
collected and stored by the logger. The dewpoint calculation in the
testostor 171 can be activated separately; in this case, the data are
considered to have been processed.

In the toolbar, you can switch to a graphical representation; you will
then see a chart of measured data against time.

B ormlaet-Son I~ lom 1=
I e isuument Edt Vew st Format Took Window 7

SHSR - A ®E e+ @0 X@O g Bcrran ERAEE & K & mr
171-2 ISerial 508 1897 0049 Al
Original
my comment il

{Beason for Inaaing

Actual slze =1

23

20/01/2003 20/01/2003 20/01/2003 20/012003 | "¢
08:09:00 08:10:00  08:11:00  06:12:00

For by, press £




Data logging, with testostor 171 as an example

Saving data, creating an electronic record

You have read data out from a testostor 171 data logger and these
are displayed on the PC as a chart or table. In order to save the data
and create an electronic record, click on File/Save as... and choose
a directory and file name; the program will automatically propose the
title entered when programming the logger. This name appears in
Audit trail after “file created”.

=
FESD bR Sl [&e s x
7] x5l
Flgroms I 2=
I archive Sevein | 3 Comion Software Professional for 21 CFF -| - @ -
#-2 File: :
421 PDAhencheld Office
52 Sampls filas |
e 171:508 1857 [
i
nnech 5
LC
D = -
Save natypel | Comsof Standard (*4i2) = Concel |
[T =n | | T

Note

The data will be saved in a special binary coded format (*.vi2). This
format is additionally saved via an MD5 sequence making it
impossible to process or falsify these files outside the ComSoft
application.

The files can be saved in directories for which the respective user
has no deleting authorisation.

After saving, you will find, under File/File audit trail, the audit trail
for this stored record; in the simplest case this shows the date and
time of saving.

If you open the file again, make changes and save it, this procedure
will be adhered to in the audit trail file. Modifications are updated
immediately in the view.

The preset path for saving is User’s personal files.

Once stored in this directory, files are no longer accessible for other
ComSoft users and can no longer be opened, even if they are
moved to the directory, Documents and Settings\All
Users\Documents\Testo\Data Area.
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In order to be able to sign a file, this must first be saved.

Under Extras, select Sign file and select the meaning of the signing.

Meaning of the signing

x|
“You are aboutto sign this file using your digital cetificate. The
meaning of the signing is required.

: 2 Cancel
Meaning of the signing:
|
-~
Authorship
Responsibility ¥

When a file is selected in the Data area/Archive, you can call up
signature details for this file with Check signature (only when used
with certificates).

This will show the author, the meaning of the signing, date and time.
At the same time, the validity of the corresponding certificate will be
checked.

Note

The signature of a file is made up of UserlD, Date, Time, possibly
Certificate and meaning. Depending on the system constellation, the
full user name for ComSoft may not be available; if the full name is
not automatically displayed it has to be entered separately in the
Username or Name box.



Editing an electronic record

State

Instrum [171-2 |Serial 1508 1897 0049 |Page

this is my comment

A data record that has been read out of a logger includes, in addition
to the logger type and the serial number of the information data
entered when programming the logger, the date and the user ID of
the user editing the data. The data are shown as original data in the
status field.

|Original

Reason for logging

Date 20/01/2003
Username cfr; cfr
Name

Signature

Authorship; cfr; 20/01/2003 08:12:05

office Date Time [%rH] ... [[*Cl te...
1 20/01/2003|08:07:40 |44.2 21.2
2 20/01/200308:07:43 [44.1 21.2
3 20/01/2003|08:07:46 [44.1 21.2
4 20/01/200308:07:49 [44.1 21.2
5 20/01/2003|08:07:52 [60.3 21.5
6 20/01/2003/08:07:55 |85.5 22.5
7 20/01/2003|08:07:58 [93.¢ 23.3
8 20/01/2003(08:08:01 [95.° 23.8
9 20/01/2003|08:08:04 |5¢ 22.8
10 20/01/2003/08:08:07 [66.9 22.8
11 20/01/2003|08:08:10 |56.9 22.8
12 20/01/2003/08:08:13 |50.5 22.8
13 20/01/2003|08:08:16 47.5 22.8

On selecting Save as..., the path to the saved file will be shown.
After the file has been signed, the meaning of the signing, the user ID
and the time-stamp of the signature with date and time are also
shown.

Second signature

Over time an electronic record can be provided repeatedly with an
electronic signature, the reason for the signature can change: Seen
and approved by Author...All signatures can be reproduced in the
File audit trail. The last two signatures, and not just the last, are
displayed in the protocol heading.
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Instrum |171-2 Serial 508 1897 0049 uPage
State
this is my comment

Original

Reason for logging

Date 20/01/2003
Username cfr; cfr
Name

Sighature

[Authorship; cfr; 20/01/2003 08:12:05

|D:\Documents and Settings\All Users. WINNT\Documents\Comfort Software\archive\office.vi2

office Date Time [26rH]l humidity | [*C] temperature 4|
1 20/01/2003|08:07:40 |44.20 21.20 J
2 20/01/2003/08:07:43 44.10 21.20
3 20/01/2003|08:07:46 44.10 21.20
4 20/01/2003|08:07:49 |44.10 21.20
5 20/01/2003/08:07:52 160.30 21.50
6 20/01/2003|08:07:55 |85.60 [22.50
7 20/01/2003|08:07:58 30 23.30
8 20/01/2003/08:08:01 [95.5 23.80
9 20/01/2003|08:08:04 |39.00 22.80
10 20/01/2003/08:08:07 66.90 22.80
11 20/01/2003|08:08:10 |56.90 22.80
12 20/01/2003|08:08:13 |50.50 22.80
13 20/01/2003/08:08:16 47.50 22.80 |

This now covers the full content of the completed header of a stored
electronic record.

The corresponding ancillary data will have been registered in the
system and in the audit trail file. You can now make further
modifications to the appearance or representation of the data
without changing the original data character; the basic data are
retained.

In case of doubt, you can use the right mouse button (file name
shortcut menu) and select the function Reset to basic settings to
return to the original display.

Editing without changing the original data includes:
- adjusting the scale,

- changing the plot lines,

- switching between tabular and graphic view,

- highlighting measured points,

- adjusting the representation of limit values,

- adding further comments to the comment field or the graphical
representation.



Editing an electronic record

State

Instrum |171-2

With the addition of columns of calculated values to the table (e.g.
the addition of a dewpoint calculation), the cutting out of data or
partial copying, the description Original in the header changes to

Refined manually.

|Serial

|508 1897 0049

|Refined manually

IIPage

this is my comment

Reason for logging

Date 20/01/2003
Username cfr; cfr
Name

Signature

Authorship; cfr; 20/01/2003 08:12:05

|D:\Documents and Settings\All Users. WINNT\Documents\Comfort Software\archive\office.vi2

office Date Time [2%erH] humidity | [*C] temperature | [td °Cl td °C -~
1 20/01f2003|08:07:40 |44.20 21.20 8.55

2 20/01/2003|08:07:43 |44.10 21.20 8.51 —l
3 20/01/2003(08:07:46 [44.10 21.20 8.51

1 20/01/2003|08:07:49 |44.10 21.20 8.51

5 20/01/2003|08:07:52 [60.30 21.50 13.49

& 20/01/2003|08:07:55 |8° 22.50 19.98

7 20/01/2003/08:07:58 23.30 22.25

8 20/01/2003|08:08:01 23.80 23.02

a 20/01/2003|08:08:04 22.80 20.89

10 20/01/2003|08:08:07 [66.90 22.80 16.34

11 20/01f2003|08:08:10 |56.90 22.80 13.83

12 20/01/2003/08:08:13 |50.50 22.80 12.02

13 20/01/2003|08:08:16 [47.50 22.80 11.06 j
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Printing data out on paper

In a paper printout the header includes all CFR related data and
there is a field for an additional, handwritten signature.

Note

If the path display is not displayed or printed in its complete form, we
recommend you use a smaller font or the landscape print function.

Note

Please note that the statistical values given in the printout refer to the
time range selected and marked in the diagram or table.

E;trument L71-2 Eetial Fos 1257 0049 Fage 1/2

Tate Fefined manuall Tir e Mean:

Fiiz iz my cornment :1 [%rH] hurnidity | 42,10 | 96.50 | 48.65
12 [#C] temperat. | 21.20 24.50 22.21

[F=azen for loaging

[ate 200172003
Dsernarme Iefr; cfr

2me

Tgnature

[uthorships o 20/017200% 0811205

E\Docurnents and SettingsWAIl Users WINNT, Do curnents\Cornfort Softwareharchiveloffice viz

office Tirne srH] H[oC] ter
B 7:4044.20 [1.20
7] 7434410 [l 20
Fi4edd, 10 120

) 71434410 |1 20
5 7:52§60.30 1,50
E 250
7 230
380

B 00_p2.80
] Fe.90 [2.80
Y R 6.90 [2.80
iz E0701/200] 0.50 2,80
] 20/01/200]) B7.50 [2.80
B4 E0/01/2007 pe.00 P70
1] z0/01/200] {g5.40 P2.70
ne 20/017200] {5.00 P2.60
L7 B0/ 01/200] 460 p2en
e} z0/01/2007] H4.20 P250
] B350 po.50
7] Bz.70 [z.40
1 [3.50 P2.30
Bz k3,30 p2.30
75} k3.10 Pz.20

office Date Tirne  [9rH] H#C] ter
s E0/01/Z00f08:08:49K3.10 Pz.10
ES E0/01/20008: ZR3.10 210
E& E0/01/20008: 310 pz.i0
Bz E0/01/20008: k310 p2.00
e [20/01/ 200406 p3.20 [p2.00
29 [20/01/200{08 B3.20 [P1.50
i 07017200808 H3.20 pi.30
1 20017200408 B3.20 P1.60
2 [E0/01/200408 BZ30 pien
3 07017200908 F3.30 pi.70
4 0017200408 B3.30 [1.70
H [Eo0/01/200908 k230 pi7o
3 [20/01/200408 B3.30 P1.70
7 E0/01/200408 p3.30 170
E] 20017200408 B3.20 1.0
9 [20/01/20008 B3.20 P1.60
1) 07017200808 H3.30 pi.e0
B [E0/01/200408 B3.30 1.0
H 20701/ 200408 B240 Pien
E 07017200908 H3.30 pi.s0
B4 o/01/200408 B3.30 P1.60
H [E0/01/20008 B340 pi.en
Be [F0/01/200908: B3.40 P1.60

In a tabulation covering a number of pages, the storage location and
page numbering of the document are included so that, even with

large amounts of data, the source of the printout remains clear.
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Printing data out on paper

In the diagrammatic representation, the data can be printed out
periodically structured for greater clarity, i.e. one page corresponding
to one day, one week or one month.

This function can be found with a right-click on the diagram under
Printout, Settings. Entries can be made for the print range and the
diagram page width in sec, min, h, or days.

nstrurnent B7i-Z Eerial FuE 1637 0043 Fage /1

Tate Fefined manoall T Max: | Meant

Fiz 15 my comnmment i1 [%rH] hu.. — | 42.10 | 96.50 | 48.65
iz [*Cltem,., — | 21,70 | 24,50 | 22,21
13 [td °C] td... 2,51 23,81 | 10,50

Fleason for logging

[ats E0/01/2003
Hsername ifr: cfr

ame

Tanature

Puthorship: ofr; 20/01/2002 08:12:05
P iBocuments and SettingshAll Users, WINNTYDocurments) Comfort Softwareharchiveloffice. wi2

90 _|

-]
a0 _
7o _|

L 15
&0 _|
so_|

L 1o
40 _|
%rH  20/01f2003 20/01§ 2003 z0/01¥z003 20/01§ 2003 20/01fz003 °C td g

08:08:00 08:0p:00 08:1p:00 08:1f:00 om:1fi00
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Data in a PDF file
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For long-term data storage, it is recommended that ComSoft file
data should be exported into the ADOBE® (R) PDF (*.pdf) format.

These can be write-protected and saved in a backed-up folder or
written to a CD-ROM, making the data accessible from outside the
ComSoft application years later.

To do this, you will need ADOBE® Acrobat 5.0 or higher. Instead of
sending the data to an installed printer, you can divert them to the
Acrobat Distiller, which then generates the corresponding PDF file.



Exporting data in XML format

If the data are to be available long-term for processing outside the
Comfort Software, you can select Save as XML in the File menu.

The data will then be saved in this form:

ey
stAattnbuteType name="c2" reiname="K:2 [*C] Temperatur' rs:number="3" rs:nullable="true
write="true"»
<s:datatype dt * dt: maxLength="4" rs: precision="2" rs: fixedlength="true"
ramaybenul="false" /=
tirbuteType=
ttnbuteType name="e3" rs:name="K:3 [td °C] td °C" rs:number="4" rs:nullable="true"
write="true">
<s:datatype dttype="r4" dt: maxLength="4" rs:precision="2" rs: fisediength="true"
rs:maybenull="false" /=
</s:attnbuteTypaz
eutends type="rs:rowbase" />
</5:Element Ty,
/5. 5chemas
- <rs:data>
<z:irow Date="2002-12-11T15:43:32" c1="42"c
<zirow Date="2002-12-11T15:43:34" c1="42" ¢
“zirow Dare="2002-12-11T15:43:36" c1="47.799999" 1.700001" c3="10.165508" /=
<zirow Date="2002-12-11T15:43:38" c1="61.900002" 22.209999" c3="14.635584" />
e="2002-12-11T15:43:40" c1="72.599998" c2="22.9" c3="17.728661" /=
2002-12-11T15:43:42" c1="81.5" c2="23,299999" c3="19.,975435" />
2002-12-11T15:43:44" c1="86.900002" -2="23.700001" c3="21.376755" />
<zirow Date="2002-12-11T15:43:46° c1="00.199997" 24.1" c3="22.379744" />
<zirow Date="2002-12-11T15:43:48" c1="85.599998" c2="24" c3="21.412882" />
2002-12-11T15:43:50" ©1="69.199997" c2="23.9" £2="17.911951" /=
2002-12-11T15:43:52" c1="58.5" c2="23.709999" c3="15.159014" />
<zirow Date="2002-12-11T15:43:54" c1="52" c2="23.6" c3="13.163482" />

cworme Nara="20N2-12-11T1 5492 6R" ~1-"47 R0000R" ~2-"29 4" ~2-"11 AR242" /-

2="21,299999" c3="7.9042354" />
C3="7.9974246" /=

<ZIrow

LZIrOW

<ZIrow

<ZIrow

<ZIrow

For reasons of security against falsification, it is not possible to
reconvert the data from this format to the native *.vi2 format of the
Comfort Software.
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Audit trail
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In addition to the restriction of permitted users, the possibility of
granting various rights and the securing of stored records by access
restrictions to the archive area, the audit trail is one of the major
supports for the demonstrably secure storage of electronic records.

The system audit trail is made available by the operating system
used. Depending on the settings at system level, all relevant actions
carried out on the PC/laptop are recorded and are available in the
system audit trail for later investigations.

In the system audit trail, based on the Windows EventlLog, all
actions are recorded that have an effect on the complete system.
These include login/logout, managing the archive/data area, user
management, changing the system configuration... .

Unlike the system audit trail, there is a file audit trail that collects
entries that can be directly allocated to a data file/electronic record.

These include the creation or saving of electronic records and any
changes made to these data during the archiving period.
Authorisation modifications are also documented.

The file audit trail data are coupled directly with the data file and
inseparably bound to it. This ensures that, even when transferring
data files from one system to another, the trail data are not lost and
always remain fully available.

System audit trail

The access to the system events is available in the Comfort
Software application by selecting Administrator/Display audit trail in
the Tools menu.



System audit trail

'my Testo Comfort-Software CFR
Fie Instrument Edit View Insert Format | Tools Window 7

e el oo n WD o

In|faec .|

T Customize,.
Filename [ Camments |

= O archive
=21 Files
= 1 PDAhendheld
= Sample files
3 testostor! 71: 508 1897
2 Bus connection

Saecurity setings
Displary adic ral

This will open the Application Log in the Windows Event Viewer,
showing the entries registered in relation to actions in the Comfort
Software.

H Event Viewer

| acton yew |= =+ B@EFRE @

1'rEeE Apphcation Log 203 event(s)

[ Event viewer (Loc) [ope  Toste  [rme [source [ aegory [ vent [ user [ computer |
121 Appicaton Log Dinformat... 30/07/20.. 11:25:54 Comsoft Istru.. 258 cff MKHE INE
§il] Security Log Birforman.. 30/07/20.. 11:25:02 Comsoft sy, =8 cf MKHB INE
il System Log Dlrformat.,. 30/07/20., 11:24:45 Comsoft Mphca., 259 cft MKHB INE

Dinforman... 30/07/20.. 111401 Comsoft UL 258 o MKHE 1N
e')rr\fa’man 30/07/20. 11:08:35 Comsoft ey, 258 cff MEHE INE
Dirformat. Comsoft Fstu., 258 cff MKHB INE:

Comsoft [MsTUL 258  cf MKHE IMNB
Comsoft Iretru.. 258 cff MKHE INE
Comsoft rppliea.. 26 cfr MKHB 1ME
Qakley Mone sS4z N/A MEHE INE
7 Qakley None 542 N/ MKHE INE
Oskley More 542 NjA MKHB 1N
Qakley MNone S42 M/A MEHE INB
Cakley More 542 M MKHE 1MB
Gakley More 542 MA MKHE 1ME
. Qakley MNone S42 M/A MKHE INB
Bnformati.. 3 Qakley Nore. 542 M/A MKHB INE:
Dirformat.,. 26/07/20.. 194551 Oakley Mome 542 MjA MKHE 1N '

Since, after working for only a short time, there can already be many
entries here, there is a facility for sorting the individual columns so
that a preselection in the relevant range can be made.

In the first column, the type of event can, for example, be sorted by
information, warning, or error.
A sort by date and time displays the actual event history.

Note

The time marks which identify each action come from the system
time which takes effect directly. If you include all the time zones, you
will have to guarantee the corresponding world time reference using
the appropriate SOP.
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System audit trail
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Finally, under Source, the entries from the Comfort Software can be
grouped together.

All entries are also numbered and include the responsible user and
the system on which the entry was made.

A double click on any entry or right-clicking on Properties will open
a detailed description of the event.

H Event viewer

Acion Vew | & = Al FRE £

71 Refresh Application Log 203 everit]
E Properties I Type lDat‘e |'I
Dinformat... 30/07/20...

Hep BDinformat,.. 30/07/20...

Dnformati.. 30/07/20...
Dinformat,.. 30/07/20..,
Binforman,.. 30/07/20..
Dinformati.. 30/07/20...
Enformat...  30/07/2
3 t,.
Dinformat,.. 30/07/ :
Dnformati.. 30/07/20...
Under Description is a detailed description of the action carried out
by the user.

The Up/Down arrows can be used to scroll through the detailed
descriptions.

f4] System Log

Information Properties 2l%

Event |

Dete; 300772002 Source:  Comsoft +
Time 1005 Cetegory Instument

Type: Information  EventlD: 256 2
User R &
Computer. MKHETNE

Descriptian:

[171-2,503 5026 0075 Clock resynchronzed

¢ e
oK cancel |

By selecting Properties in the Action menu, the general information
about the application log can be viewed. Under the Filter tab, the
recording of particular types of event (first column) can be activated
and deactivated.

A preselection here helps to keep the size of the application log
within reasonable bounds.



System audit trail

application Log Properties i 2lx]
General Fitter |
Eventtypes
¥ Information ¥ Success audit
 Waming ¥ Failure audit
¥ Emor
Eventsource [#ppticaton al
angor O S -
EventiD [
User. [
Computer: [
From  [Firet Event ~] [eemrrzon <] [ |
R =T | e | = ra—
Restore Defaults
o« | comml | ey |

Under General are the settings for the actual log file, i.e. how large it
may be and what should happen when it reaches this size.

|npplication Log Properties x|

Geners! | Fiter |

Disply neme
Log name: [DWINNT sy stem3z\conighAppEventEvt

Size 64.0 KB (65,536 bytes)

Creoted 265 July 2002 114214

Medfied: 03 September 2002172127

Accassed: 03 Sepiember 2002 1721:27

Log size

Menimum lag size I 3:

“When maximum log size is reached
© Ovarwrite events as needad
@ Overwrite events older than

© Do not overwite eveits
(cleer log manuall)

I~ Using e low-speed connection

3 days
Restora Defaults
ClearLog

B

[ e |
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File audit trail

52

File audit trail

First open the file, whose audit trail you wish to investigate and then
click, in the menu bar, on File/Display audit trail to view the list of
file logs.

"4 Testo Comfort-Software CFR

| Fle Imstrument Ecit View Insert Format
& Cpen | o

Diisplay audit: tral

1 Office

You will then obtain a list of actions in date/time order and assigned
to the user who carried out the action.

To print out the audit trail file, press the “Print” key.

Note

ComSoft 3 facilitates the entry of long text at these points. However,
please limit your text input to keywords as text which is too long will
appear on your screen and will be saved with the file but will not be
printed in full length.



File audit trail

[ Trail D:ADocuments and Settings\All Users. WINNTAD ocuments!

'| Date/Time User Action Comment

19/11,/2003 15:16.... 1000m-sr File visa applied  Als Yerfasser
19/11,/200315:16.... 1000m-sr File created

19/11/2003 15:16 1000m-sr Lowrer limit 30.00 save as / co K1 [%F] humidity
19/11/2003 15:16:...  1000m-sr Upper limit B0.00 save as / co K1 [%F] humidity
19/11,/2003 15:16....  1000m-sr Lowet lirnit 15.00 save as f co K2 [C] temperature
19/11/2003 15:16:...  1000m-sr Upper limit 25.00 save as/ co K2 ['C] temperature

Print preview Print | Export |

The following actions lead to an entry in this log:

- Creating a document

- Saving a document after changes

- Signing or changing the signature of a document
- Lower limit value initialised

- Upper limit value initialised

- Lower limit value edited

- Upper limit value edited

- Title or comment changed

- Reset to original data

- Content changes: Columns deleted or added
- New formula defined

- Row deleted

- Unit changed

- Channel name changed

- Column with converted unit added

Note

In some cases, the text may be too long for the simple printing
function. Using the "Export” button, an additional text format can be
created which includes all the information.

Note

Without the differentiation between system and file audit trails, the
requirement for availability of audit trails outside the system (per
document) cannot be fulfilled. Think also of the consequences of
such a separation:

The document trail gives information related directly to the file; where
completeness is required or for system-related operations, the
system trail must also be included.
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Error messages

The connection could not be
established!

54

e Make sure that the instrument is switched on.
e Check the connection cable.
e Check whether the instrument is in the main menu.

This message appears if the PC program cannot communicate with
the connected measuring instrument or if the measuring instrument
does not respond.

- Is the instrument switched on?

- Does the instrument have sufficient power?

- Is the connection cable connected?

- Is it the correct connection cable?

- Is it connected to the right COM port?

- Is the menu on the instrument called up (MENU key)?
- Have you pressed the “Menu” key?



Error messages

Invalid name:

The symbols !,?,*,:,\ cannot
be used in measurement
location and folder names.

Rename it and do not use these characters.

An instrument setting with
this name already exists:

Different names should be used when setting up new instruments.
The same name should not be used for different instruments.
Please select a new name.

The time ranges overlap

- You are trying to connect records using invalid data. Certain
overlapping time ranges cannot always be merged in a common
record.

If we were unable to answer your question, please contact your distributor or Testo Customer
Service. You will find contact details in the Warranty booklet or in Internet at www.testo.com.
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Versions

The version edition is clearly marked on the last page of this
Instruction Manual.

This first version has the number 0971.0436/T/ind/PC_gxd/01.03.

In later versions, modifications will be listed below.

Date Page Chapter

3.3 04.03 16 Carrying out the installation X
&) 04.03 32 Data logging, with testostor 171 time zone as an example X
&) 04.03 36 Data logging, with testostor 171 as an example X
&) 04.03 4 Editing an electronic record — 2nd signature X
3.3 04.03 60 Version number X
34 12.03 38 Production number, Serial number X
3.4 12.03 39 Saving in directories without deletion authorisation X
3.4 12.03 39 Direct Update X
34 12.03 39 File created X
3.4 12.03 39 MD5 “Checking sequences” X
34 12.03 40 Enter full name X
3.4 12.03 44 Path display incomplete X
34 12.03 48 Authorisation modification X
34 12.03 52 File Audit Trail X
3.4 12.03 53 “Export” function X
34 12.03 57 Service data for ComSoftCFR 21 X
34 12.03 60 Version number X
3.4 01 60 Version number X
34 02 12 Minimum system requirements X
34 02 13 Information for the administrator X
34 02 15 Carring out the installation X
34 02 44 Printing data out on paper X
34 02 60 Version number X
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Service

Please contact us if your Testo instrument fails to function. One of our
highly qualified and experienced technicians will help you.

Data for ComSoft CFR 3.4
Please have the following information ready.

B
R

Contents and index F1

K? Direct help Shift+F 1 Select question mark in the toolbar
Service *
Info

Select “Service” menu and
activate “Display service data”

Username: Hustermann
Cowpany: Testo AG

Windows version:
duPlacformId: 2

duVersion: 5.0
dwBuildNumber: 0x00000893
szC3DVersion: Service Pack 2

System:

Processor: 586

Lvaliakbhle physical Memory: 106604 EB
Total physical Memory: 253424 KB Example Of SOﬁWare
information
Comsoft version:

Cih\Programme’ Testoh Comfort Sofcware'comsoft.exe V. 3.30.0,320 Flags: 00000000
corepg.tsuminfo V. 3.30.0.0 Flags: 00000000

toddika. teddk V. 3.30.0.0 Flags: 00000000

cowscore V. 3.30.0.0 Flags: 00000000

dewvcore V. 3.30.0.314 Flags: 00000000

cowsres V. 3.30.0.0 Flags: 00000000

toddke V. 3.30.0.0 Flags: 00000000

teuiext V. 3.30.0.0 Flags: 00000000

teole V. 3.30.0.0 Flags: 00000000

tefune V. 3.30.0.0 Flags: 00000000

coecom V. 3.30.0.0 Flags: 00000000
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